WipeDrive vs.
Physical Desctruction

THE WORLD’S ONLY
EAL4+ COMMON CRITERIA
DISK WIPING SOFTWARE
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WipeDrive vs. Physical Destruction

OUR CUSTOMERS

WHAT IS WIPEDRIVE?

WipeDrive securely and permanently erases
hard drives and other storage hardware
that are being retired or recycled.

Used by the U.S. Military, Department of
Defense, Department of Homeland Security,
as well as the largest banks and health care
organizations, WipeDrive is the only
disk-wiping software certified to the EAL 4+
Common Criteria level.

WIPEDRIVE IS THE ONLY WIPING
SOFTWARE

« Approved and used by the Department
of Defense.

v Certified to the NSA's EAL 4+ Standard.
v Listed on the Armed Forces Approved
Product List.

WipeDrive meets or exceeds all major
national and international regulatory and
technical standards including:

Sarbanes-Oxley

FACTA standards

e HIPPA

e U.S. Department of Defense 5220.22-M
US Army AR380-19

e Common Criteria Evaluation

MAJOR IT SHIFT FROM PHYSICAL
DESTRUCTION TO SOFTWARE
WIPING

Most Fortune 500 companies still physically
destroy retired hard drives. This less secure
form of data destruction is more expensive
and less environmentally friendly than using
a softwaresolutions such as WipeDrive.
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PHYSICAL
DESTRUCTION

No data is
recoverable.

Chain-of-custody
required and
typically includes
external employees
increasing risk of
data compromise.

Roughly $8-10
per drive

Physical destruction
produces landfill
bi-products that are
not easily absorbed
or re-incorporated
into the
environment.

Drives must be
removed and
securely transported
to the destruction
site.

Reports vulnerable
to human error and
manipulation.

WIPEDRIVE

No data is
recoverable.

No chain-of-custody
necessary. Wipes
can be done
remotely without
moving the
computer.

Typically less than
half the cost of
physical destruction.

Wiped drives can be
easily and securely
reused within the
organization or
donated to
charitable causes.

Drive can be wiped
remotely without
moving computers
or removing hard
drives.

Reports impossible
to manipulate. Audit
trail automatically
logs comprehensive
drive identifiers and
information.
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