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WipeDrive vs DBAN

When data security is your priority it's important
you make the right choice when erasing retired
drives. WipeDrive was engineered specifically for
corporations and government entities. See the
difference choosing the right tool can make.

ATTRIBUTES AND VERSATILITY

Permanently erasing user accessible data is only part of the solution. Remapped sectors and hidden areas
can still harbor sensitive data and must be specially addressed. WipeDrive can access and securely erase
these areas that DBAN ignores.

WipeDrive offers versatile deployment options to meet your organizations unique needs. These options
include deployment from a CD, USB or .EXE file on an individual machine, or hundreds of computers at
once from a PXE network. With our Remote wiping capabilities machines can be wiped quickly and
efficiently without the need to move it's location. DBAN is limited to CD only.
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AUDIT TRAIL

WipeDrive offers flexible reporting options with expanded custom field functionality to track
company-specific data. Most importantly our logging creates an audit trail with comprehensive drive
identifiers and wiping information to prove the drive was sanitized properly. DBAN offers no reporting, no
guarantee or proof to verify a wipe was successful.
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CERTIFICATION AND COMPLIANCE

WipeDrive is the world’s most highly-certified data erasure software. WipeDrive is the only data erasure
tool that has been certified to meet the NIAP's (National Information Assurance Partnership) EAL 4+
Standard. But this is only one of many rigorous certifications we have undergone so you can be
confident your data is permanently erased. DBAN claims to meet a few industry standards, but offers
no third-party certification.

Certifications & Compliance DBAN

NIAP EAL 4+ Certified

NIST 800-88 REV 1 Compliant

HIPAA Compliance Certification

DoD 5222.2M

NCSC (National Cyber Security Centre)

ADISA - SSD Certification
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CUSTOMIZATION AND SUPPORT

While WipeDrive is a powerful and versatile tool right off the shelf, capable of meeting requirements for
most uses, we also offer customization to meet your specific needs. You don't need to settle for almost
right, get exactly what you need to meet all your data sanitization requirements. If you are unsure what
customization you need our Enterprise Support Team is ready to guide you through the process. DBAN
offers no support for it's product, no updates and no customization.
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HISTORY OF SUCCESS

For more than 20 years WhiteCanyon has been a leading provider for data sanitization. As storage
technology continues to advance and security expectations increase WipeDrive continues to rise to each
new challenge. When security is your goal, don't settle for anything less than the most highly certified,
versatile, customizable solution on the market.

Contact WhiteCanyon today to learn more about how we can help you improve your data security.

!V?ITETEV'VA"\:YRD'\E‘ www.WhiteCanyon.com | Sales@WhiteCanyon.com | 1(801)224-8900



